Appendix B

Risk — and opportunity - management process and toolkit
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This process is used to manage corporate, service, project, business case, and partnership risks and opportunities.
Step 1: Identify

Roles

All members and officershave a
responsibility to manage risk in their work.
There are also specific responsibilities:

Consider risk when making

Cabinet decisions.
Review key risks
Audit & .
Governance Review Sesicay
M anage corporate risks.
Escalate risks to CGG.
CMT/SMT

M anage own risks.
Update senior managers
Escalate risks

Team Leaders

M ove corporate risks into
team or service registers.
Raise risks at meetings.
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Step 5 MONITORING

Step 4: MITIGATION

Step 2: Analyse - Capture the main elements to a risk or

Stép1: RISK IDENTIFICATION
\/\ .

Step 2: RISK ANALYSIS

Do this at least once a year

Look at the Strategic plan/business plans, especially
prionities. What might stop yourteam delivering the
Council's priorities — or delivering your service plan?
Consider the types of risk

Brainstorm with colleagues

Examine trends; Analyse last year's problems
Review information from other councils / situations
Be aware of new initiatives / agendas & regulations
VWhat opportunities are there?

Do this frequently

Step 3: PRIORMSATION :
L

What might stop you delivering your service?
Review situation. Brainstorm with team.

Step 1: Types of risk | opportunities (with examples): What if...?

Political Change of political control locally or nationally
External Changes outside the council's control
Assets Property — land, buildings, and equipment

Economic & Social

Recession, deprivation, population growth, ageing
population, changing demographic of area

Social

Population growth; aging population

Governance

Compliance requirements; cantrols

Communication & Relationships

Failure of systems; potential new partnerships

Legislative or Regulatory

Fail to meet requirements; law changes, legislation

Changing needs and expectations; poor

opportunity Customers guality/reduced service delivery

Cause | If/Asaresultof... | As a result of bad weather ; MNew initiatives. ways of warking, policies/procedures,
Event | Then/Thereisa | thereis a risk that staff will not be Partnerships new relationships

risk that. . able to get to the office to do their Fi ial Impact on budget; financial management regulations;

work e interest rate change; financial loss; arrangements

Effect | So/Which will which will result in unhappy service Strategic / operational Fail to meet Strategic Plan or team objectives

result in.__ users and increased complaints Resources Staff illness; succession planning: system failure;

{incl. HR, IT, Finance) new software; budget cut
For information on risk management, performance & policy. _Legal Headchi o conma L imp ot el by
Environmental Extreme weather events; floods; good summer

contact Stacey. ransby@eastsuffolk gov.uk 01394 444232 Digital

and Programme Management
Updated: Sept 2021

Roles & Responsibilities

Using staff skills; lack of qualified staff

Stakeholders & Relationships

Disagreements; changed priorities

Change Management

Low staff morale; improved efficiency




Risk — and opportunity - management process and toolkit

Step 5 - Monitor

Review the Register with colleagues (for example,

as part of your Service Plan) at least quarterly
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Step1: RISHK IDENTIFICATION
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Step 3 — Prioritise using the matrix below
How likely isthis? Howsoon mightit happen?

s \What has changed? How hin animnactwill it have?
s«  MNew risks or nppnrtunities?_ Step 5 MONITORING Shap 2: RISH ANALYS(S &
» Meed to report or escalate risks? A=
" =
» Have rankings changed? Q 5
Step 4 — Mitigate g B
+ Assess current actions and Hep 4 MITIGATION
controls: Are they adequate or Sep 3 PRIDRITTEATION ¥
more needed? 'E c £
Treat — Accept -Terminate - Transfer £ E
« Within your Service Plan - Likelihood Proximity/ &
develop specific SMART actions % | Description L'".'..':' — =p E
that will either reduce the A | VeryHigh [ 90% | eventisverylikely to oecur g sl yaar
likelihood of the risk or minimise ) ) Wil peeur at lmast '
Hic Smact-— v i an A | High 60%- 90% | Strang passibility the event will aceur :;1:- rl-r your E E
o pportunity and increase its C | Skgnificant | 30%- 60% | will probably occur in most circumstances “:Ir:'::l"‘: i -
likelihood. Likniy ta s one p.
D | Low 15%- 30% | Risk t likedy ¢ i ot t . E
s What should scare be aftertaken S S e nbo b ety FE
action taken? E | Very Low | 5%-15% | Risk event could occus st some time _:"_“',, :1;;';'"
« Should this risk be escalated? ; Almast one 5% | MO GCCUr Only In exceptional circumstances e el uun.;. ble M.-;m.: M:p c.:..:— e
Impaossible i Ewtrerrely unlikely ot virtuslly Impossible within 10t 50 yry fngaace
Impact Service | Operational Project or programme Strategic Financial Opportunity
Corporate objectivesnotmet; Mass In excess of authority’'s | Significant performance
Catastrophic Service suspendedlong-term ortaken Milestones missed, key staff leaving/unable to attract staff. available balances, improvement, savings or
op over. Statutory duties not delivered. deliverablesnotachieved. Rememberedforyears, mentionedin finances/reserves income of 70%, service
Parliament. wiped out. transferred,
Critical | SeIVice suspendeg mesiumtermortaken | 20 SR8 R RIS | e aversenational | £5miandabove Senicetransferred,
over temporarily. Key objectives missed. milestones & KPIs missed (red) | publicity. savingsfincome 50%-70%
Service reduced/ suspended short-term /
taken overfor a minimal period. Key Project delayed/ suspended : . : : :
Major objectives or KPIs missed (annual - red) short-term. Some major :'Eiuoﬁnglal iitllir::?t}adverse nEahay g;g_lr Al e ;ﬁnﬁr&ﬁgaﬂa C‘f Eeg;di
within oneteam/ service, or more than one | milestone, or KPls missed (red). B ’ i
sernvice affected.
Service slightly reduced : : Adverse local media, impact on an : : :
. Within one team/sentice some objectives Project sl_lght_ly delayed . external inspection (5), some hostile Over £¥:mless than Positive local media, finandial
Marginal ; Some objectives or KPIs missed ; : : impact 10%-30%, all Pls met,
or KPls missed (amberannual, red (amber) relationships and minornon-co £1m e L
quarter). : operation. ) B P g
; : E e i Mo effecton morale Mo impactonteam objectives
Neagligible Eroté?%ancg}%nctéilsg:al sefvice, performance g:témp:r%?rr:]‘;'nncaé g:‘ysg&:ﬁs Mo effect on reputation or parinership. Lessthan£im or performance. Financial
d 3 2 | © | Mo media attention. impact below 10%.




